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Abstract

The DOD demand for beyond line of site capacity, driven by a more connected tactical environment and explosion in ISR, has continued to grow substantially over the past several decades.  While improvements in MILSATCOM and  in particular High Capacity COMSATCOM have helped the warfighter’s mission there is still substantial unmet need as there are limits to what is achievable with RF communications.


Free space optical, or laser communications, has been rapidly maturing since the early 2000’s and has become a proven beyond line of sight technology capable of delivering more than 1 Gbps links via very small terminals.  Laser communications can now provide a mechanism for near real time delivery of imagery and radar data from earth observation satellites, instantaneous access to uncompressed ISR sensor data or as a massive backhaul link for airborne, maritime or ground deployed forces.  By its nature, laser communications offers Low Probability of Intercept / Low Probability of Detection and robustness against jamming.  


Laser communications provides a new means for high data rate, protected connectivity for the DOD.  Not only does it help solve the relevant mission issues that persist today, but it opens up new possibilities and concepts of operation for the future.   

Introduction

Over the past decade, the Department of Defense (DOD) has become increasingly reliant on Satellite Communications (SATCOM) in support of global operations.  The government, much like the rest of society, has become accustomed to and reliant on increased connectivity in order to perform their job effectively. As DOD users commonly operate in remote austere environments, SATCOM provides mission critical Beyond Line of Sight (BLOS) communications for unmanned aerial vehicles, communications between commanders and field units, logistics, intelligence as well as a variety of other tactical missions.
 


In order to serve the increasing demand for connectivity, the DOD has strategically leveraged Commercial Satellite Communications (COMSATCOM) to provide warfighters drastically more capability then could be provided by Military Satellite Communications (MILSATCOM) alone.  The DOD demand for COMSATCOM has steadily increased and now stands at about $1B per year.
 However even with this enormous increase in spending, operational forces remained substantially underserved.
  While this commercial capacity has provided the Government with some much needed interim capability, it has not satiated the demand for broadband.  Even more important, in the changing threat environment, COMSATCOM lacks the high degree of protection that becoming increasingly critical to users.  

Protected communications is the additional resilience against adversaries who have capabilities to detect, disrupt or even deny communications and encompasses Anti-Jam (AJ), Low Probability of Detect (LPD) and Low Probability of Intercept (LPI) features.   Through its own investment in SATCOM technology, the DOD has become much more focused on protection as is evident in funding for many of the larger SATCOM programs such as the Advanced Extremely High Frequency (AEHF) satellites and terminals, Protected Tactical Waveform programs,
 and the Mitigation and Anti-Jam Enhancement (MAJE) to WGS.


While industry is making headway on increasing satellite capacity, protection is not an inherent attribute of existing COMSATCOM fleets as it is not a prevalent concern in the commercial marketplace. Laser communications on the other hand, has seen rapid technological advancements in the past decade and now provide a viable alternative to traditional SATCOM.  Moreover, the data rates and inherent protected capabilities of Laser Satellite Communications (LSATCOM) meet a currently unfilled warfighter capability gap.  

Laser Communications

Ten years ago, in 2008, the first successful space based Free Space Optical (FSO) inter-satellite link, or laser link, was established between two Low Earth Orbit (LEO) satellites, the U.S. Missile Defense Agency’s NFIRE satellite and the German Radar Satellite TerraSAR-X.
  Since that time, Laser Communication Terminal (LCT) technology has rapidly developed and is now a mature space proven technology with more than 8,000 error free links established across terminals operating at LEO, Geostationary Earth Orbit (GEO) and the ground.  


Since Laser equipped satellite communication systems overcome many of the limitation and inherent restrictions of traditional Radio Frequency (RF) communications, optical communications is becoming better understood and more prevalent.   For example, Airbus recently launched the SpaceDataHighway (SDH) service which enables BLOS transmissions of data between user LCTs and LCT equipped GEO satellites.  These SDH GEOs serve as a “bent pipe” communications path immediately delivering the user data back to earth, either via a dedicated managed ground segment or directly to user systems.  As the only commercial optical space network, SDH is able to illustrate many of the unique attributes of LSATCOM.  

Speed and Capacity 
Optical communications offer significantly higher bandwidths than traditional RF systems.  User data rates of 1.8 Gbps expand operational possibilities to allow users the real-time ability to stream uncompressed Intelligence Surveillance and Reconnaissance (ISR) data, offload advanced sensor suites in real time or serve as a BLOS aggregation link for tens to hundreds of other user platforms.  More importantly, these high speed links now allow platform and sensor providers the ability to provide better and more advanced real-time information to operational users.   


Capacity transfer is also a key attribute to laser communications, as not all users always have the need for continuous real-time data.  Each SDH LCT can transfer a massive amount of information quickly, the equivalent of 10,000 DVDs of information, per day.  This capacity characteristic is well suited to transfer of large volumes of information such as LEO imagery or Synthetic Aperture Radar (SAR) data, routine Unmanned Aerial Surveillance (UAS) information backhaul or even sensor, biometric or medical information.  Due to the inherent speed, capacity transfer is able to be done very rapidly, reducing overall connection times. 
Protection 

Laser communications has inherent LDP/LPI and robustness against jamming/spoofing which enables it to uniquely support missions in an environment of active electronic warfare.  It has been well reported that countries such as Russia and China are expanding their capabilities to jam typical RF communications satellites.
  RF emissions from SATCOM both on earth and in space are able to be detected, intercepted or even jammed, creating higher risks of subsequent intrusion and tracking.
  An adversary attempting collection or jamming of RF SATCOM could operate anywhere within the coverage area.  However, the emitted signature of a LCT has very low divergence, and is not visible outside of a very small area.  For example, an airborne platform operating with laser at an altitude of 12 km, the transmission beam directed at a geostationary satellite is only <1m in diameter at the troposphere (20 km), the altitude limit of an adversary air-breathing platform. An adversary aircraft, with the intention to intercept the communication, would have to find the beam (not visible) and maintain his location within <1m of the moving beam to achieve and maintain lock on the transmitted laser beam.
  This level of protection provides a high data rate capability even on traditionally “radio-silent” missions.  

Additional Benefits

In addition to the Bandwidth, Capacity, and Protection benefits of free space optical communications there are several other positive characteristics.  

· Spectrum – Unlike the overcrowded RF spectrum, FSO is unregulated, uncongested and doesn’t not require spectrum filing and coordination. 

· Improved Power Efficiency – Laser communications are more efficient than RF allowing for more bits per watt.

· Size – Optical systems are substantially smaller.  The 1.8 Gbps data rate discussed earlier is based on fielded systems with an aperture of only 13.5cm (5.5in) and with near-term future systems 7cm (2.8in) in size.  The small form factor allows high data rate LCTs to be embarked on drastically more platforms.   

Although there are many benefits associated with LSATCOM it is also important to understand some of the planning considerations for optical communications.

Planning Considerations
While laser communications is rapidly expanding, it is not yet as mature as the SATCOM Market.  This means that LSATCOM coverage areas are not yet as robust as RF SATCOM, nor has the LCT user terminal segment become as ubiquitous.  Furthermore, because precision involved in pointing and lack of beam divergence, each GEO LCT is currently able to serve one user at a time.  Although there are GEOs with multiple LCTs in work, with current technology an optical solution is unable to simultaneously serve the volume of different users a SATCOM Multi-Frequency Time-Division Multipole Access (MF-TDMA) network is capable of.  Finally there are several atmospheric considerations with operating LSATCOM.  While atmospheric conditions do not present major problems in space or for higher altitude airborne platforms, they can cause issues closer to the earth, especially on rainy or overcast days.  

It is clear that BLOS laser communications provides many advantages over traditional SATCOM.  This exquisite capability is able to provide greater bandwidth, capacity and protection to the most demanding users.  

Warfigher Application of Laser Communications

As a more recently technology, optical communications is a relatively new concept to many DOD users.  In order to better understand how laser communications can fit into and augment existing communications architectures, it is important to look at how it can be applied in the space, air, ground and maritime domains.    

Space
Space provides the ideal environment for optical communication as it is void of the atmospheric complexities and solves a connectivity challenge that is not possible by other means.  There are two primary applications for space based FSO communications.  First, data backhaul for LEO Optical/IR and SAR EO spacecraft and secondly, laser cross links.  

Due to the straightforward implementation and operation as well as a large and immediate value in use of laser communications data backhaul for LEOs, there has been a lot of work done in this area.  For LEOs, LSATCOM can either compliment or replace the traditional RF ground station network that is hindered by geographical location and limited spacecraft fly over windows (typically only 7-10 minutes).  A GEO LCT based service acts as a virtual ground segment providing users unprecedented access to backhaul LEO observation data with pole-to-pole coverage, meaning that information can be pulled in near real time without waiting up to hours for a ground station pass.  The high data rate in conjunction with enhanced coverage also allows the delivery of substantially more observation data.  In one example a two LEO LCT equipped constellation was able to provide the same about of imagery as 3 traditional LEOs, saving the user hundreds of millions in spacecraft and launch costs.

Geostationary-to-geostationary cross links are another prime example of the value of optical communications.  For many organizations there is high value in supporting users in one part of the globe, but ensuring that all the information is landed on earth on sovereign soil.  Optical cross links allow information sent to one satellite to be routed in space and landed at a user directed location back on earth.  Cross links also enable more advance satellites, especially those with process payloads, the ability to do space-to-space routing removing the reliance on typical RF hubs or earth stations.

Airborne
The recent proliferation of airborne ISR and sensor collections has caused an explosion in the amount of bandwidth required for both manned and unmanned aerial assets. While traditional SATCOM has made some headway in serving these customers, there is still a large amount of unmet demand.  Laser communications provides an extremely high data rate of 1.8Gbps, small and power efficient form factors allowing for ease of integration as well as protected characteristics that enable new capabilities.  With LSATCOM, aircraft are now able to provide real-time offload of not only uncompressed ISR video but also offload of the entire sensor packages allowing for processing and analysis and re-tasking of that aircraft while still in flight.  

Laser communications can also serve as the backhaul link for Command and Control (C2) aircraft in a “Combat Cloud” architecture.  A single LSATCOM aircraft is able to connecting to many other manned airborne, UAV, ground force and maritime users and provide a point of aggregation and offload for all the subordinate users.  A single Combat Cloud aircraft could for example provide the equivalent of 36 users with a 50Mbps BLOS data link.  In this manner the DOD is able to rely on existing Line of Sight (LOS) communications paths between lower level users and the C2 aircraft, receiving all the benefits of LSATCOM, and by equipping just a single aerial platform with an LCT. 

Ground and Maritime
LSATCOM also has application for ground and maritime users.  However the environmental and atmospheric challenges, as discussed above, are most prevalent for these types of users.  The availability figures for an optical ground station make it less ideal as a primary communications path in these environments. However there is a strong argument in favor of including laser as an alternate path, particularly for high capacity backhaul.  Because of the relatively small size of LCTs, optical communications is well suited to easy and rapid deployment.  Ground forces are collecting more information than ever including biometric, sensor, medical and other types of data.    However, due the expeditionary nature of forces terrestrial links are not always available and/or secure, and SATCOM may not offer the required bandwidth to reliable backhaul this information. In many cases, hard drives and DVDs of data must be flown out of theater back to headquarters.  LSATCOM has the ability to enable rapid upload of volumes of information more easily and securely than the alternatives.  Since atmospherics can be unpredictable, this could be overcome by scheduling a handful of upload windows of 5-20 minutes in duration.  In this way, optical communications is able to backhaul volumes of non-real time data, since if the link cannot be established on the first attempt it can likely be completed on a subsequent try.  This use of optical communications reduces the overall burden on deployed forces and allows command elements better access to information from troops deployed in austere conditions.

Conclusions

LSATCOM has rapidly matured over the past decade and is now a viable BLOS alternative to SATCOM.  Although there are still some limitations of this technology, it has many positive attributes and allows warfighting capabilities far beyond what was possible in the past including:

· Drastically improved bandwidth
· Protected capabilities AJ/LDP/LIP

· Reduced SWaP

These advantages of LSATCOM make it an ideal fit for many of the complex and challenging airborne, ground, maritime and space needs of the connected warfighter. Laser communications provides a new means for high data rate, protected connectivity for the DOD.  Not only does it help solve the relevant mission issues that persist today, but it opens up new possibilities and concepts of operation for the future.   
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